
Welcome to the TANDBERG University prerequisite TANDBERG and IP. Before commencing you 
are requested to ensure that you have completed the Introduction to the TANDBERG University 
eLearning Experience Module that is available through this portal.

TANDBERG and IP
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Learning Objectives
On successful completion of this lesson, you will demonstrate an
understanding of network protocols. You will know how to: 

Describe the following terms and how they impact real time data traffic:
• Transmission Control Protocol (TCP) and User Datagram Protocol (UDP)
• Real-time Transport Protocol (RTP) and Real-time Transport Control 

Protocol (RTPC)
• Internet Protocol (IP) (IPv4 verses IPv6)
• Firewalls
• Network Address Translation
• Proxy
• DNS

Demonstrate an understanding of how video conference over IP works and the 
challenges related to it.

Lesson: TANDBERG and IP
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Why Video over IP?

IP Convergence implies the carriage of different types of traffic 
such as: 

• Voice

• Video

• Data

• Images 

Over a single network. 

Can connect conference units to the same network as personal 
computers without changing their network infrastructure

Leverage on already invested bandwidth

Cost reduction for ISDN

IP Convergence implies the carriage of different types of traffic such as voice, video, data, and images 
over a single network. The integrated network is based on the Internet Protocol (IP). A company can 
connect their conference units to the same network as their pc’s, without changing their network 
infrastructure

Leverage on already invested bandwidth

Cost reduction for ISDN
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OSI Reference Model 
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e.g. DNS, TLS/SSL, 
FTP, HTTP, IMAP4, 
IRC, SIP, NNTP, POP3, 
SIP, SMTP,  SNMP, 
SSH, TELNET, TLS, 
BitTorrent…

e.g. DCCP, TCP, RTP,
UDP, RUDP,ICMP

e.g. IP (IPv4, IPv6), Ethernet, Wi-
Fi, Token 
ring, MPLS, PPP, FDDI, ATM, 
FR, GPRS, Bluetooth…

e.g. Modems, ISDN, 
SONET/SDH
RS232, USB, Ethernet physical
layer, Wi-Fi, GSM, Bluetooth

Computer networks may be implemented using a variety of protocol stack architectures, computer 
buses or combinations of media and protocol layers, incorporating one or more of many protocol 
types available. The current Open Systems Interconnection Reference Model (OSI Model or OSI 
Reference Model for short) shown in the diagram,  is a layered abstract description for 
communications and computer network protocol design which was developed as part of the Open 
Systems Interconnect initiative. It is also called the OSI Seven Layers model.

The original TCP/IP reference model consists of four layers.
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Internet Protocol (IP)

Application
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Internet
Layer
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TCP/IP Model

IP (IPv4, IPv6)IP (IPv4, IPv6)

The Internet Protocol (IP) is the method of transport protocol by which data is sent from one 
computer to another on the Internet. Each computer (known as a host) on the Internet has at least 
one IP address that uniquely identifies it from all other computers on the Internet. When you send or 
receive data (for example, an e-mail note or a Web page), the message gets divided into little chunks 
called packets. Each of these packets contains both the sender's Internet address and the receiver's 
address. Any packet is sent first to a gateway computer that understands a small part of the Internet. 

Because a message is divided into a number of packets, each packet can, if necessary, be sent by a 
different route across the Internet. Packets can arrive in a different order than the order they were 
sent in. The Internet Protocol just delivers them. It's up to another protocol, the Transmission Control 
Protocol (TCP) to put them back in the right order. 
IP is a connectionless protocol, which means that there is no continuing connection between the end 
points that are communicating. Each packet that travels through the Internet is treated as an 
independent unit of data without any relation to any other unit of data. (The reason the packets do get 
put in the right order is because of TCP, the connection-oriented protocol that keeps track of the 
packet sequence in a message.) In the Open Systems Interconnection (OSI) communication model, 
IP is in layer 3, the Networking Layer. 
The most widely used version of IP today is Internet Protocol Version 4 (IPv4). However, IP Version 6 
(IPv6) is also beginning to be supported. 
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Data

Optional

Destination Address

Source Address

Time to Live Protocol Header Checksum

Identification Flags Fragment Offset

Internet Protocol (IP) - IPv4

IPv4 HeaderIPv4 Header

Version Header Length Type of Service Total Length

16-18 19-318-154-7Bits 0-3+

0

32

64

96

128

160

160
or

192+

Internet Protocol version 4 (IPv4)
is the fourth iteration of the Internet Protocol (IP) and it is the first version of the protocol to be widely 
deployed. IPv4 is the dominant network layer protocol on the Internet and apart from IPv6, it is the 
only protocol used on the Internet. It is a best effort protocol in that it does not guarantee delivery. It 
does not make any guarantees on the correctness of the data; It may result in duplicated packets 
and/or packets out-of-order. IPv4 uses 32-bit (4-byte) addresses, (see the header example above) 
which limits the address space to 4,294,967,296 possible unique addresses. However, some are 
reserved for special purposes such as private networks or multicast addresses. This reduces the 
number of addresses that can be allocated as public Internet addresses.
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Destination Address

Internet Protocol (IP) - IPv6

IPv6 HeaderIPv6 Header

1284 32282420160

64

128

192

256

Bit

Source Address

Payload Length Next Header Hop Limit

Version Header Length Total Length

Internet Protocol version 6 (IPv6)
is a network layer protocol for packet-switched internetworks. It is designated as the successor of 
IPv4, the current version of the Internet Protocol, for general use on the Internet. The main 
improvement brought by IPv6 is a much larger address space that allows greater flexibility in 
assigning addresses. The main feature of IPv6 that is driving adoption today is the larger address 
space: addresses in IPv6 are 128 bits long versus 32 bits in IPv4. The larger address space avoids 
the potential exhaustion of the IPv4 address space without the need for network address translation 
(NAT) and other devices that break the end-to-end nature of Internet traffic. 
IPv6 addresses are typically composed of two logical parts: a 64-bit (sub-)network prefix, and a 64-bit 
host part, which is either automatically generated from the interface's MAC address or assigned 
sequentially. 
The IPv6 packet is composed of two main parts: the header and the payload.
The header (see lower table/diagram) is in the first 40 octets (320 bits) of the packet and contains 
both source and destination addresses (128 bits each), as well as the version (4-bit IP version), traffic 
class (8 bits, Packet Priority), flow label (20 bits, QoS management), payload length in bytes (16 
bits), next header (8 bits), and hop limit (8 bits, time to live). The payload can be up to 64KiB in size 
in standard mode, or larger with a "jumbo payload" option.
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Transmission Control Protocol (TCP)
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TCPTCP

One of the core protocols of the 
Internet Protocol (IP) suite, where 
hosts can:

create connections to one another, 
over which they can exchange data
guarantee reliable and in-order 
delivery of sender to receiver data
distinguishes data for multiple, 
concurrent applications (e.g. Web 
server and email server) running on 
the same host.

(Read slide details first then notes)
TCP (Transmission Control Protocol) is a protocol used along with the Internet Protocol (IP) to send 
data in the form of message units between computers over the Internet. While IP takes care of 
handling the actual delivery of the data, TCP takes care of keeping track of the individual units of data 
(called packets) that a message is divided into for efficient routing through the Internet. For example, 
when an HTML file is sent to you from a Web server, the Transmission Control Protocol (TCP) 
program layer in that server divides the file into one or more packets, numbers the packets, and then 
forwards them individually to the IP program layer. Although each packet has the same destination IP 
address, it may get routed differently through the network. At the other end (the client program in 
your computer), TCP reassembles the individual packets and waits until they have arrived to forward 
them to you as a single file. 
TCP is known as a connection-oriented protocol, which means that a connection is established and 
maintained until such time as the message or messages to be exchanged by the application 
programs at each end have been exchanged. TCP is responsible for ensuring that a message is 
divided into the packets that IP manages and for reassembling the packets back into the complete 
message at the other end. In the Open Systems Interconnection (OSI) communication model, TCP is 
in layer 4, the Transport Layer. 
In the Internet protocol suite, TCP is the intermediate layer between the Internet Protocol (IP) below 
it, and an application above it. Applications often need reliable pipe-like connections to each other, 
whereas the Internet Protocol does not provide such streams, but rather only unreliable packets. TCP 
does the task of the transport layer in the simplified OSI model of computer networks.
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User Datagram Protocol (UDP)

Application
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Internet
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Access
Layer

TCP/IP Model

UDPUDP

UDP is one of the core protocols of the IP 
suite. Devices send short messages 
known as datagram to one another. 
However:

reliability is not guaranteed and there is no 
ordering guarantees as with TCP
datagram may arrive out of order or go 
missing without notice
faster and more efficient for many 
lightweight or time-sensitive purposes.

(Read slide details first then notes)
UDP (User Datagram Protocol) is a communications protocol that offers a limited amount of service 
when messages are exchanged between computers in a network that uses the Internet Protocol (IP). 
UDP is an alternative to the Transmission Control Protocol (TCP) and, together with IP, is sometimes 
referred to as UDP/IP. Like the Transmission Control Protocol, UDP uses the Internet Protocol to 
actually get a data unit (called a datagram) from one computer to another. Unlike TCP, however, 
UDP does not provide the service of dividing a message into packets (datagrams) and reassembling 
it at the other end. Specifically, UDP doesn't provide sequencing of the packets that the data arrives 
in. This means that the application program that uses UDP must be able to make sure that the entire 
message has arrived and is in the right order. Network applications that want to save processing time 
because they have very small data units to exchange (and therefore very little message 
reassembling to do) may prefer UDP to TCP. 
In the Open Systems Interconnection (OSI) communication model, UDP, like TCP, is in layer 4, the 
Transport Layer

UDP is faster and more efficient for many lightweight or time-sensitive applications or programs. 

It is very useful for servers that answer small queries from huge numbers of clients. 
Common network applications that use UDP include:

• the Domain Name System (DNS), 
• streaming media applications, 
• Voice over IP, and online games.
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TCP and UDP

TCP is a CONNECTION-ORIENTED Protocol which:
Establishes an end-to-end connection
Is responsible for reliable data transfer (re-transmits, error correction)
Has sequencing so it can tell if data is missing
Has the Receiver acknowledge receipt of each packet
Has Flow Control (can adjust speeds dynamically)
Uses Source and Destination Addresses called PORTS where Port Numbers 
are 0-65535

UDP is a CONNECTION-LESS Protocol which:
Does not contact the far-end before sending
Does not include retransmits or error correction
Just basically sends the data and hope it gets there
Uses Source and Destination Addresses called PORTS where Port Numbers 
are 0-65535

TCP is a CONNECTION-ORIENTED Protocol which:
• Establishes an end-to-end connection
• Is responsible for reliable data transfer (re-transmits, error correction)
• Has sequencing so it can tell if data is missing
• Has the Receiver acknowledge receipt of each packet
• Has Flow Control (can adjust speeds dynamically)
• Uses Source and Destination Addresses called PORTS where Port Numbers are 0-65535

UDP is a CONNECTION-LESS Protocol which:
• Does not contact the far-end before sending
• Does not include retransmits or error correction
• Just basically sends the data and hope it gets there
• Uses Source and Destination Addresses called PORTS where Port Numbers are 0-65535
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TCP vs. UDP

Transmission Control Protocol – TCP:
• Guaranteed Delivery
• Slower, More reliable
• Videoconferencing uses TCP for call setup and signalling:

− This is a reliable protocol if there is error or loss of packages they will be 
retransmitted

User Datagram Protocol – UDP:
• Non Guaranteed Delivery
• Faster, Less reliable
• Videoconferencing uses UDP for media traffic

− This is a unreliable protocol and data will not be retransmitted
− 25% of all the data packages can be lost and you will still be able to hear what 

is been said.

Transmission Control Protocol – TCP
• Guaranteed Delivery
• Slower, More reliable
• Videoconferencing uses TCP for call setup and signalling

• This is a reliable protocol if there is error or loss of packages they will be 
retransmitted

TCP is useful: 
• if data order and integrity are important - like a Word file, or Webpage
• for sending data without errors

User Datagram Protocol – UDP
• Non Guaranteed Delivery
• Faster, Less reliable
• Videoconferencing uses UDP for media traffic

• This is a unreliable protocol and data will not be retransmitted
• 25% of all the data packages can be lost and you will still be able to hear 

what is been said.
UDP is useful for 

• small quick conversations or a server that has to answer LOTS of requests (like DNS). 
Lightweight does not require a ‘setup’

• time-sensitive data. What’s the point of retransmits if by the time it gets there its useless 
to you?
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Transport Layer Security (TLS)
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TLS is composed of two layers: 
TLS Record Protocol 
TLS Handshake Protocol TLSTLS

Transport Layer Security (TLS) is a protocol that ensures privacy between communicating applications and their 
users on the Internet. When a server and client communicate, TLS ensures that no third party may eavesdrop 
or tamper with any message. TLS is the successor to the Secure Sockets Layer (SSL). 

The TLS Record Protocol provides connection security with some encryption method such as the Data 
Encryption Standard (DES). The TLS Record Protocol can also be used without encryption. 
The TLS Handshake Protocol allows the server and client to authenticate each other and to negotiate an 
encryption algorithm and cryptographic keys before data is exchanged.

A TLS client and server negotiate a stateful connection by using a handshaking procedure. During this 
handshake, the client and server agree on various parameters used to establish the connection's security.
•The handshake begins when a client connects to a TLS-enabled server requesting a secure connection, and 
presents a list of supported ciphers and hash functions. 
•From this list, the server picks the strongest cipher and hash function that it also supports and notifies the client 
of the decision. 
The server sends back its identification in the form of a digital certificate. The certificate usually contains the 
server name, the trusted certificate authority (CA), and the server's public encryption key. 
The client may contact the server that issued the certificate (the trusted CA as above) and confirm that the 
certificate is authentic before proceeding.

TLS runs on layers beneath application protocols such as HTTP, FTP, SMTP and NNTP and above a reliable 
transport protocol, TCP for example. The TLS is part of the session layer in OSI model (layer 1,2 and 3 called 
“:Application” in the TCP/IP model)
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Real-time Transport Protocol (RTP) & 
Real-time Transport Control Protocol (RTCP)
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RTP and RTCPRTP and RTCP

The Real-Time Transport Protocol (RTP) is an Internet protocol standard that specifies a way for programs to 
manage the real-time transmission of multimedia data over either unicast or multicast network services. RTP is 
commonly used in Internet telephony applications and video conferencing. RTP does not in itself guarantee 
real-time delivery of multimedia data (since this is dependent on network characteristics); it does, however, 
provide the wherewithal to manage the data as it arrives to best effect. 

RTP combines its data transport with a control protocol (RTCP), which makes it possible to monitor data 
delivery for large multicast networks. Monitoring allows the receiver to detect if there is any packet loss and to 
compensate for any delay jitter. Both protocols work independently of the underlying Transport layer and 
Network layer protocols. Information in the RTP header tells the receiver how to reconstruct the data and 
describes how the codec bit streams are “packetized”. As a rule, RTP runs on top of the User Datagram 
Protocol (UDP), although it can use other transport protocols. Both the Session Initiation Protocol (SIP) and 
H.323 use RTP.

RTP components include: a sequence number, which is used to detect lost packets; payload identification, 
which describes the specific media encoding so that it can be changed if it has to adapt to a variation in 
bandwidth; frame indication, which marks the beginning and end of each frame; source identification, which 
identifies the originator of the frame; and intramedia synchronization, which uses timestamps to detect different 
delay jitter within a single stream and compensate for it. 

RTCP components include: quality of service (QoS) feedback, which includes the numbers of lost packets, 
round-trip time, and jitter, so that the sources can adjust their data rates accordingly; session control, which 
uses the RTCP BYE packet to allow participants to indicate that they are leaving a session; identification, which 
includes a participant's name, e-mail address, and telephone number for the information of other participants; 
and intermedia synchronization, which enables the synchronization of separately transmitted audio and video 
streams.
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DNS Recurser

192.44.0.3Root 
nameserver

Root 
nameserver

203.67.212.1.com 
nameserver

.com 
nameserver

tandbergusa.com
nameserver

tandbergusa.com
nameserver

203.144.009.234

Domain Name System (DNS)

“Where is 
www.tandbergusa.com?”

“Where is 
www.tandbergusa.com?”

1

2

“Try 203.144.009.234”“Try 203.144.009.234”
3

“It’s at xxx.xx.xx.xxx”“It’s at xxx.xx.xx.xxx”

“Try 203.67.212.1”“Try 203.67.212.1”

The domain name system (DNS) stores and associates many types of information with domain 
names and translates domain names (computer hostnames) to IP addresses. It also lists mail 
exchange servers accepting e-mail for each domain. In providing a worldwide keyword-based 
redirection service, DNS is an essential component of contemporary Internet use.

The DNS makes it possible to attach easy-to-remember domain names (such as “tandberg.com") to 
hard-to-remember IP addresses (such as 192.230.200.105). People can take advantage of this when 
they quote URLs and e-mail addresses. The domain name system makes it possible for people to 
assign authoritative names without needing to communicate with a central registrar each time.
A domain name usually consists of two or more parts, or labels, each separated by dots. For 
example; tandbergusa.com. The rightmost label conveys the top-level domain, i.e. .com.
Every label to the left specifies a subdivision or subdomain of the domain above it. Note that 
"subdomain" expresses relative dependence, not absolute dependence: for example, 
tandbergusa.com comprises a subdomain of the .com domain, and en.tandbergusa.com comprises a 
subdomain of the domain tandbergusa.com. In theory, this subdivision can go down to 127 levels 
deep, and each label can contain up to 63 characters, as long as the whole domain name does not 
exceed a total length of 255 characters. But in practice some domain registries have shorter limits 
than that. 
A hostname refers to a domain name that has one or more associated IP addresses. For example, 
the en.tandbergusa.com and tandbergusa.com domains are both hostnames, but the .com domain is 
not. 
The DNS consists of a hierarchical set of DNS servers. Each domain or subdomain has one or more 
authoritative DNS servers that publish information about that domain and the name servers of any 
domains "beneath" it. The hierarchy of authoritative DNS servers matches the hierarchy of domains. 
At the top of the hierarchy stand the root servers: the servers to query when looking up (resolving) a 
top-level domain name (TLD).
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Proxy Server

Web Server

Proxy  Server

LAN

Client

client

SIP phone

MXP Codec
TANDBERG

Internet

A server that sits between a client application, such as a Web browser, for example, Internet 
Explorer, and a real server. It intercepts all requests to the real server to see if it can fulfill the 
requests itself. If not, it forwards the request to the real server. 
Proxy servers have two main purposes:

Improve Performance
• Proxy servers can dramatically improve performance for groups of users. This is because it 

saves (it caches) the results of all requests for a certain amount of time. Consider the case 
where both user X and user Y access the World Wide Web through a proxy server. First user 
X requests a certain Web page, which we'll call Page 1. Sometime later, user Y requests the 
same page. Instead of forwarding the request to the Web server where Page 1 resides, 
which can be a time-consuming operation, the proxy server simply returns the Page 1 that it 
already fetched for user X. Since the proxy server is often on the same network as the user, 
this is a much faster operation. 

• To the user, the proxy server is invisible; all Internet requests and returned responses appear 
to be directly with the addressed Internet server. (The proxy is not quite invisible; its IP 
address has to be specified as a configuration option to the browser or other protocol 
program.

Filter Requests
• Proxy servers can also be used to filter requests. For example, a company might use a proxy 

server to prevent its employees from accessing a specific set of Web sites. 
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Internet

Is a piece of hardware and/or software that prevents 
some communications forbidden by a set of security 
policies.
Controls traffic between different zones of trust:

• Internet
• internal (intra) network

Provides controlled connectivity 

Firewall

Intranet B

Intranet A

Router

Router
Firewalls

A firewall is a piece of hardware and/or software which functions in a networked environment to 
prevent certain communications forbidden by the security policies of organizations or corporations.
A firewall has the basic task of controlling traffic between different and established zones of trust. 
Typical zones of trust are:

• the Internet, which is a zone with no trust
• and an internal network or intranet which is a zone with high trust.

The aim of a firewall is to provide controlled connectivity between the zones of differing trust levels by 
enforcing a security policy and connectivity model based on the least privilege principle.
Proper configuration of firewalls demands the following:

• skill from the administrator.
• considerable understanding of network protocols, and of computer security.
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Home/Small office Network

PC-1 (192.168.0.100) PC-2 (192.168.0.101)

LAN

Network Address Translation (NAT)

Known as Network Masquerading or IP-masquerading
Rewrites source/destination address IP packets
Enables multiple hosts to access Internet using single public IP
address

MXP CODEC  (192.168.0.102)

192.168.0.101
NAT

202.196.104.22

Web Server

Internet

Network Address Translation (NAT), also known as network masquerading or IP-masquerading, is 
the process of re-writing the source and/or destination addresses of IP packets as they pass through 
a router or firewall. Most systems using NAT do so in order to enable multiple hosts on a private 
network to access the Internet using a single public IP address. Generally, routers should not act in 
this way, however many network administrators use NAT as a convenient technique. NAT can 
introduce complications in communication between hosts.
Cons

• Hosts behind a NAT-enabled router do not have true end-to-end connectivity
• NAT prevents two-way voice and multimedia communication
• Some method of NAT Traversal is required for MXP CODEC

Pros 
• Prevents malicious activity initiated by outside hosts  from reaching local hosts
• Methods of NATs Traversal available for MXP CODEC

NAT Traversal:
NAT traversal is a challenge that all Service Providers looking to deliver public IP-based voice and 
multimedia services must solve. The challenge is to provide secure connection to subscribers behind 
NAT devices and Firewalls. Overcoming this traversal problem will lead to widespread deployment of 
profitable voice and multimedia over IP services to any subscriber with a broadband connection. 
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Static and Dynamic NAT

Static NAT
• One Private IP address statically linked up with one public IP address 
• The unit behind the NAT are accessible from public net
• Static NAT will not give benefit of less needed public addresses

Dynamic NAT 
• Private IP addresses share a pool of public IP address.
• Reduces the need for public addresses
• The units behind the NAT can’t be accessed from the public network

• Network Port Address translation (NAPT)  
− A variation of Dynamic NAT
− Several streams share the same IP address which are differentiated by 

TCP/UDP port numbers

Static NAT features include:
• One Private IP address statically linked up with one public IP address 
• The unit behind the NAT are accessible from public net
• Static NAT will not give benefit of less needed public addresses

Dynamic NAT features include:
• Private IP addresses share a pool of public IP address.
• Reduces the need for public addresses
• The units behind the NAT can’t be accessed from the public network

• Network Port Address translation (NAPT)  is a variation of Dynamic NAT and where several 
streams share the same IP address which are differentiated by TCP/UDP port numbers
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Challenges with Video over IP

Bandwidth requirements

Intranet

NAT and firewall issues

192.168.0.1
NAT

202.196.104.22

Internet

IntranetIntranet

When running video over IP there are a couple of things that should be considered first:

One is the bandwidth utilized on the network when calling 
And the other one are the issues related to NAT and firewall
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10Mbs10Mbs

Bandwidth Requirements

Internet

ISP Service = 10MbsISP Service = 10Mbs

Actual Service  = ??Actual Service  = ??

How can you guarantee quality during a videoconference call over the Public Internet?

YOU CAN’T!!!
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For TANDBERG:
A 384 Kbps call on 10 Mb half duplex network equals:

• 2 X 384 + overlay (about 20%) ≅ 1Mbps

A 384 Kbps call on 10 Mb full duplex network equals:
• 384 + overlay (about 20%) ≅ 460Kbps

10Mbs

Bandwidth Required for Video Over IP

≅ 1Mbs

10Mbs

≅ 460Kbs

384Kbs

Video and Audio

384Kbs

Video and Audio

When placing a call at 384Kbps on a 10 Mb half duplex will require ->2 times 384kbps + 20% overlay 
represented by the header of the IP package

When placing a call at 384Kbps on a 10 Mb full duplex will require -> 384kbps + 20% overlay 
represented by the header of the IP package 

When placing a call from a VC system, it’s important to remember that the bandwidth shown on the 
call status is not the actual bandwidth used.
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Call Bandwidth for Video Over IP

0 256 512 1024768

614kbps512kbps
921kbps768kbps
1.8Mbps1.5Mbps

460kbps384kbps
153kbps128kbps

BW 
Required

Video
Data Rate

OverheadOverheadAudioAudioVideoVideo

Source: Cisco Systems

Key:

768K

384K

128K

Some examples of bandwidth requirements at different call rate.
The content in the overlay is TCP header, RTP, RTCP, Q.931 and H.245.
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Issues - NAT and Video Over IP

Problem
• Video and voice one way only
• Not able to dial from the public net to a system on the private net

Cause
• The NAT do not support H323 version 4
• NAT “hides” the private system from the public network. The 

public address is share by several private systems, because of 
this a call can not be initiated from the public net.

Some know issues with NAT when implementing video over IP:

One of most common issues related to NAT is the video and voice one way when placing a call 
through a firewall.
If dynamic NAT is used, the system will not be reachable from the outside since the public address is 
shared by several private systems. It is not possible to dial from the public net to a system on the 
private net

The cause is the NAT does not support H323 version 4 and the NAT “hides” the private system from 
the public network. The public address is share by several private systems, because of this a call can 
not be initiated from the public net.
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Internet

Video One Way - Non H323 aware NAT

Endpoint B will transmit the H323 media streams  back to the 
source IP address in the H323 payload. 
The address 10.0.0.10 do not exist on the public net

Source address 
in IP header

Source address 
in H323 payload

Source address 
in H323 payload

NAT: 194.200.1.1
Firewall

Source address 
in IP header

Destination address 
in IP header

B: 193.100.1.40

A: 10.0.0.10

Private network

10.0.0.10 10.0.0.10 10.0.0.10 194.200.1.1

10.0.0.10 H.323 Payload

When a call is placed from the inside towards the outside, this is what happened if the firewall is not 
H.323 aware of NAT.
-When the package from EndPoint A on the private network reaches the firewall, the firewall will NAT 
it
-Since the firewall is not H.323 aware it will only replace the private IP address with the public one in 
the header
-When the IP package reaches destination, End Point B will open the payload and will try to use the 
information in it ( the IP address) to send media streams back
-The private address in the payload doesn’t exist on the public internet, hence no media streams will 
be send back to end point A 
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Solution 1: The Codec in the Public IP Space

Easiest method
Can lead to serious security issues
No firewall worries or issues
Fully exposed to public internet

Firewall

Internet
Private network

The easiest and most cost effective way to overcome the firewall is to place the unit completely 
outside the firewall, however this leads to serious security concerns. While many of today’s 
videoconferencing systems are not subject to the typical viruses found on the Internet, a system that 
is not properly locked down could be open to compromise.
Here are the Pros and Cons:

• Pro: No need to worry about firewall challenges
• Con: Concern around exposure to the public Internet
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Solution 2: For Non H323 Aware NAT

Upgrade your firewall to an H323 aware firewall
or

Configure the NAT address statically in the endpoint menu

One way to solve the NAT issue is an upgrade to an H.323 aware firewall. The firewall will then 
understand H.323 traffic and will replace the private IP address with public one in both header and 
payload.

The other way to solve the NAT issue is using the NAT feature on the TANDBERG end point. When 
NAT is turned on, the end point will replace the private IP address in the payload with the public IP 
address defined in “NAT address” before sending the package to the firewall.
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Solution 2: H323 aware NAT

Internet

Source address 
in IP header

Source address 
in H323 payload

Source address 
in H323 payload

NAT: 194.200.1.1
Firewall

Source address 
in IP header

194.200.1.1 H.323 Payload

Destination address 
in IP header

B: 193.100.1.40

A: 10.0.0.10

Private network

Destination address 
in IP header

10.0.0.10 10.0.0.10

10.0.0.10 H.323 Payload

194.200.1.1 194.200.1.1

If the firewall is H.323 aware or the NAT feature on the TANDBERG end point is used, then, when 
the end point receives the package, it will open the payload and it will find a public IP address that 
can be used for sending media streams back to the system on the private network.
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This concludes the Introduction to TANDBERG and IP lesson. You are now advised to proceed to the 
next pre-requisite lesson that is available as part of your remote learning syllabus accessible through 
the TANDBERG University portal. Thank you.


